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Abstract

The article examines the transformation of the right to privacy in the context of globalization of
the Internet space and the rapid development of digital technologies. The emergence of a hew
concept of digital rights led to the search for an optimal model of individual autonomy,
resulting in the right to data protection, most clearly articulated in the Charter of Fundamental
Rights of the European Union. It is shown that the declaration of the right to data protection is
associated with at least the following factors: 1) communication with the ability to control
information about themselves; 2) the evolution of the right to inviolability of private life, the
changing in the development of various technologies, pushing the boundaries of the law, or
changing approaches to its protection; 3) the emergence of new values and informational self —
determination (autonomy of information); 4) the circulation of information flows in accordance
with the technological processing rules affecting the contents of the specific powers of each
citizen in the digital space. The author also highlightsa the trend of Internet sovereignty driven
by security requirements, as exemplified by the "Golden Shield" built in the People's Republic
of China.

Keywords: the right to privacy, the right to data protection, cybersecurity, transformation,
secrecy, digital rights.

1. INTRODUCTION

The right to privacy has a relatively recent historyzo of origin. Traditionally, it is believed that its discoverers are
S. D. Warren and L. D. Brandeis (Warren Samuel D., Brandeis Louis D. The Right to Privacy) (1890). Since
then, the right has been enshrined in most constitutions of countries around the world, developed in judicial and
law enforcement practice. Based on the American experience, it is impossible not to mention the landmarke
decisions of the US Supreme Court, which formalized the content of law and its modern understanding. Among
the first — dated June 7, 1965 in the case "Griswold against Connecticut, in which, thanks to W. O. Douglas, the
Judgee, the main author of the judgment, the right to privacy was derived from IV Amendments to the US
Constitution as an integral part of the right to personal integrity. Then a specific argument was used about the
creation of "penumbra” to form a new law, emanations (McKay Robert B. The Right of Privacy: Emanations and
Intimations) to protect privacy zones.

In Russian constitutional practice, the right to inviolability of private life is enshrined in article 23. Thus, was the
break with the Soviet tradition, which included the right to protection of private life, where the concept of
"identity" and its sign is "private” — had a narrow understanding, not including the autonomy of significant social
groups (minors, incapacitated persons prosecuted, etc. (Malein, 1981)). But even in the modern doctrine, various
approaches have been formed. Thus, M. N. Maleina focuses on autonomy and personality (Maleina, 2001). O.
E. Kutafin defined an independent institution of inviolability in constitutional and public law, which included the
inviolability of private life (Kutafin, 2004).

At the same time, both the Russian and foreign understanding of this right was formed outside the expansion of
digital technologies. Now we can observe the transformation of human rights, and hence the right to privacy,
under the influence of the Internet, the development of social networks as a new means of communication, and
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the transfer of many aspects of public activities to the virtual space. Given the fact that almost every citizen is
interested in disclosing their own secrets (at least to gain access to services provided by public authorities), and
the state is increasingly trying to put the individual under total control (often under the guise of public safety
requirements), it is necessary to identify new trends in understanding the right to privacy.

2. METHODS

The study used the methods of comparative law, description, interpretation, theoretical and formal logic, as well
as private scientific methods: legal-dogmatic and the method of interpretation of legal norms.

3. RESULTS AND DISCUSSION

3.1. Privacy in the digital rights system

The development of digital technologies and the change in the principles of building communications have led to
difficulties in defining the boundaries of private life. The need to disclose many aspects of it when receiving the
necessary services, exercising rights and freedoms, as well as the desire of citizens themselves to push these
boundaries due to the openness of many aspects of their intimate sphere, led to the emergence of a significant
amount of personal data, the processing of which is possible in automatic mode, minimizing the impact on its
results from a particular person or organization.

Modern data processing speeds, as well as their qualitative transformation into a new category — big data, the
globality of social networks and the transfer of communications to the virtual world - lead to blurring the lines
between the natural barrier that everyone builds to protect their privacy from arbitrary interference. In these
circumstances, traditional forms and methods of protecting a person's private life do not give the necessary
effect, do not provide a reliable level of human rights guarantees.

All this has given rise to a new concept of digital rights, which has a different understanding, and therefore
reflects different aspects. First, digital rights are understood as a set of powers that determine the freedom of
access to the Internet space, various social networks, and other forms of communication based on virtual
communication. In this part, it is customary to highlight the freedom of dissemination of information, freedom of
speech, freedom of search, etc. The right to privacy acts as a certain barrier that does not allow unlimited
expansion of the limits of freedom.

The second approach represents a negative element-requirements for the digital space, within which privacy is
the principle of its construction. The main focus is shifted to the human rights sphere of individual autonomy and
the inadmissibility of harming the individual through new forms of communication. Indeed, the stated aspect is
becoming increasingly relevant. A citizen, sending a significant amount of personal data to the external
environment, feels his own defenselessness. It is enough to refer to the statistics of fraudulent activities and
cybercrime to make sure of this. In addition, many States are concerned about the spread of violence on the
Internet, when personal data is a means of activating aggression. The phenomenon of cyberbullying has become
widespread (in addition, its targets are increasingly minors whose psyche is less protected from manifestations of
unmotivated violence).

With both approaches, ideas are expressed about the formation of a new generation-digital human rights, which
include the rightato access the Internet and social networks, the right to electronic communication, the right to be
forgotten, the right to comment, etc. Attempts are being made to initiate changes to basic laws (including
national Constitutions). For example, article 5A, paragraph 2, of the Greek Constitution provides not only for the
right of everyone to participate in the information society, but also for the obligation of the State to facilitate
access to, and the production, exchange and dissemination of, information transmitted electronically.

The existence of new constitutional rights that are put forward not only in Russian legal science, related to the
era of "digital civilization", raises a number of relevant substantive problems, including:

- regulatory consolidation of "digital rights”, both at the constitutional and other sectoral levels;

- identification of the content and structure of new rights, as well as the content and structure of basic human
rights that were formed earlier, but are undergoing global changes under the influence of digital technologies;

- analysis of technological conditionality (often direct dependence) of legal categories;
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- the genesis of face identification (the appearance of "nicknames", IP addresses, logins, avatars, identifiers, as
well as the replacement of familiar documents with digital counterparts, in particular, the replacement of
passports with smart cards);

- determination of the jurisdiction of information intermediaries (and hence their responsibility), which is
enhanced by the growth of cloud technologies (when territorial location is difficult due to the break in the
technological chain — "user-provider (which itself can be divided within the chain) - subjects of the cloud
structure™;

- the impact of the volume, speed, accessibility, simplicity and global nature of information circulation on the
qualitative characteristics of "digital rights";

- the gap between the network architecture (defined in most cases by the giants of the technology industry) and
legal regulation, which tends to form digital sovereignty.

3.2. Complete freedom or sovereignty of the Internet: differences in legal regulation

In the modern world, we can observe the existence of two mutually exclusive trends-the defense of complete
freedom of the Internet space and its sovereignty, based on fragmentation with the help of strict national rules. A
striking example of Internet sovereignty is the policy of the People's Republic of China, designated by it as the
"Golden Shield". Foreign sources use a different ironic name — "Great Firewall of China" (Zhang Lena, 2006),
where the literal translation of "Firewall" — "fire wall" — has a different meaning: traffic filtering based on
established requirements (Taneja & Xiao Wu, 2014).

Cyberspace sovereignty is understood as "a naturale extension and expressione of a country's national
sovereignty in cyberspace” (https://baike.baidu.com). In Chinese literature, there is a reference to thea statement
of Xi Jinping, General Secretary of the Central Committee of the Communist Party of China, on extending the
international principle of sovereign equality, enshrined in the UN Charter, to cyberspace. The content of this
element of the principle will be the rights of the State to choose the path of the Internet, the governance model,
public policy on the Internet and equal participation in the governance of international cyberspace.

Starting from the principle of sovereignty of cyberspace, the legal framework of the Golden Shield consists of a
whole set of regulations that impose requirements not only on telecom operators, but also on
nocrasimkomsoftware suppliers, manufacturers of mobile phones and computers. This o6pa3omcovers the entire
technological chain-from the production and pre-installation of programs and applications to access to the World
Wide Web. In addition, China has a cyber space monitoring system that tracks the appearance of illegal content
(Yanga & Liub, 2014).

A special feature of cyberspace regulationa In China, there is a bias towards by-laws, the right to issue which are
vested in various departments: Ministry of Public Security, National Bureau of State Secrets, Ministry of
Defense (Quinn, 2017). In addition, an interdepartmental body has been created — the Central Leading Group on
Cybersecurity and Informatization-aimed at overcoming contradictions that arise in the adopted bylaws (Quinn,
2017).

The sovereignty of the Internet in the scientific literature is called the process of its fragmentation, which results
in "cyberpaternalism" (Bellaby, 2018). Accordingly, the state border regime hasenot only a territorial extension,
but also a digital turnover framework, and therefore ports for managing the flow of data from the country's
storage facilities, which is ensured by strict localization of data. In part, this was a response to the expansion of
tech giants, who initially promoted the idea of an open space, where jurisdiction is defined by the place of
domain management. Currently, most countries define the Internet as a sphere of cooperation between all
participants in relations (the state, users, telecom operators, providers, content owners, etc.), where the main goal
is to create a comfortable cybersecurity zone.

Strengthening State regulation in the Internet - the German Law on Improving Social Media Enforcement aims
to do the same (Netzwerkdurchsetzungsgesetz, Gesetz zur Verbesserung der Rechtsdurchsetzung in sozialen
Netzwerke (https://www.gesetze-im-internet.de), abbreviated NetzDG). It should be pointed out in particular that
the Act still does not have the same level of support in German society (Adamski, 2018; Feldmann, 2017; Hagen
etal., 2017).

The Federal Act dated July 1, 2021 236-FZ "On the activities of foreign persons in the information and
telecommunication network "Internet" on the territory of the Russian Federation" was adopted in the Russian
Federation. Its purpose (as detailed in the Explanatory Note to the draft Law) is to create a legal basis for



"establishing the official presence of foreign companies engaged in information technology activities that affect
the interests of Russian citizens".

From the documents accompanying the procedure for submitting the draft to the State Duma of Russia, it is clear
that the Law is aimed at regulating the activities of such key companies as Google, Facebook, and Twitter.

3.3. The concept of the right to data protection

The changes in the digital environment have made the right to data protection, a new autonomous category of the
right to privacy, which was initiated by the Charter of Fundamental Rights of the European Union (article 8).

The structure of Article 8 of the Charter is indicative. Part 1 provides for the general right of everyone "to the
protection of personal data relating to them". Part 2 establishes guarantees of compliance with the law:

— data processing should be performed without manipulation.

- processing is allowed only for certain purposes.

- availability of the consent of the interested person, or the presence of other legitimate grounds provided for by
law;

- everyone has the right to access the data collected in relation to them;

- the right to correct errors in the data.

Part 3 of Article 8 of the Charter stipulates the need to create an independent body authorized to monitor
compliance with the established guarantees. This obligation is fulfilled by many European countries, where the
institution of an ombudsman in the digital space has been established. For example, Poland has introduced the
position of Inspector General for Personal Data Protection, whose activities are positively evaluated by various
researchers (Btotny, 2017). In Switzerland, a Federal Data Protection and Transparency Officer position has
been created in the government system (https://www.edoeb.admin.ch). In the Netherlands, there is a Data
Protection Authority (https://www.autoriteitpersoonsgegevens.nl), which provides opinions on draft regulations
affecting citizens' information rights, prepares annual reports on complaints from citizens about violations of
their privacy (https://www.autoriteitpersoonsgegevens.nl), as well as annual reports on leaks of information
about citizens (Meldplicht datalekken: facts & figures. Overzicht feiten en cijfers 2020).

In the foreign scientific literature, this approach is recognized as progressive and provides maximum protection

against possible abuse when working with personal data (Lynskey, 2014). In addition, it is specifically
emphasizedéthat the right to data protection has acquired a cross-sectoral character and has acquired links with
other rights: the right to freedom of expression, the right to security (Politou et al., 2018), the right to
international exchange (Politou et al., 2018). Indeed, there has been a concentration of many aspects in the issue
of data protection that have recently gained maximum relevance. Let's list just a few of them:

- globalization of the information space;
- special importance of cybersecurity and;
- monetization of information resources.

4. SUMMARY

Technical features of the transmission and processing of electronic files often break the link with their owner and
data subject, which reduces the possibility of using only the right to privacy in matters of effective protection.
That is why the need for the emergence of a new human right — the right to data protection, which needs its
constitutional consolidation and industry-specific specification-is actively being introduced in the domestic and
foreign legal literature.

5. CONCLUSIONS

The emergence of the right to data protection is associated with at least the following factors:

— its connection with the ability to control information about oneself (with the definition of corresponding
obligations to other subjects of law);

- the evolution of the right to privacy, which is changing in the context of the development of various
technologies that push the boundaries of the right itself, or change approaches to its protection;

- the emergence of a new value — information self-determination (information autonomy), due to the turnover of
a significant number of data subject to automated processing;

- circulation of information flows in accordance with technological processing rules that affect the content of
specific rights of each citizen in the digital space.
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The right to data protection is not absolute, but it must be correlated with related fundamental rights, including
the right to privacy, the right to freedom of speech, the right to receive information, and the right to security. The
right to data protection has acquired a cross-sectoral character, with a special focus on international exchange
(cross-border information exchange). The openness of information about state citizens affects the concept of
state sovereignty, which causes opposition in some countries that seek to introduce additional restrictions and
build additional national borders in cyberspace.
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