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Abstract

In this article, the authors aim to clarify the ambiguities surrounding important aspects of
cryptocurrencies. The use of cryptocurrencies has been increasingly on the rise. Hence, the importance
of writing this article which primarily aims to simplify the tricky and complex terms related to this
subject. This article has been approached from a conceptual, technical and legal viewpoint. It has been
divided into the following three parts: (1) concept of cryptocurrency and its underlying technologies,
including all the relevant definitions and meanings; (2) the related mechanism and how blockchain
operates in the cryptocurrency world, which requires simplified and easy-to-understand terms and the
process that takes place in the so-called blockchain ledger; (3) the legal challenges facing
cryptocurrencies. This part pinpoints the most pressing legal issues concerning this virtual form of
money. The legal part also aims to highlight the significant results and recommendations for the readers
and policymakers to overcome the legal challenges and achieve the ultimate goal of this technology,
taking into consideration the risks associated with this digital asset of exchange. In this connection,
researchers in different parts of the world have endeavoured to reach and present their findings along
with their suggestions and recommendations to improve the current status of this relatively nascent
technology.
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1.0 INTRODUCTION

The introduction of cryptocurrency marked a new era in the world’s financial system. In the past ten years,
cryptocurrency came as an unexpected surprise to the world economy by presenting an unmatched genre of currency,
characterised by being fully decentralised and completely different from the other forms of the existing currencies [1].
In 2008, Satoshi Nakamoto, a person or perhaps a group of individuals used this name to present a new method of
electronic payment using a peer-to-peer system and a unique decentralised ledger called blockchain to eliminate the
need for a third party or an intermediary to handle, authorise and perform transactions. To achieve the ultimate impact
of this new technology, the white paper introduced "Bitcoin™ which represents the "currency” for circulation and
exchange among the users of this digitalized system.

Since its introduction, Bitcoin has gained many supporters, especially after the financial crisis which had a significant
impact on people’s perception towards banks and governments and caused considerable losses and adversely affected
their confidence in regular bank dealing. It has also presented a parallel decentralised financial system and a new
business model alongside the blockchain technology being studied by the majority of banks across the globe.
Cryptocurrencies are not issued by a centralized body or government, which obviates any chances for manipulation
and corruption in the system. However, the protection provided by the government for the official currency is also not
provided in case of a legal dispute or fraud. Countries across the globe have reacted differently about cryptocurrencies
and their future and the anticipated consequences [2]. Despite their popularity, very few people are sufficiently aware
of its mechanism, risks and legal aspect of cryptocurrency [3].

This article seeks to explain the mechanism used for decentralised cryptocurrencies. Understanding how
cryptocurrency works would provide a clearer idea for regulators to fully understand cryptocurrencies’ eco-system
and provide ways to address and interact with such technology rather than ignoring it. The article also identifies the
most pressing legal issues facing cryptocurrencies. Providing this essential information aims to give the reader an in-
depth understanding of this new and unique virtual currency and its underlying technology. This research uses
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"Bitcoin" as the oldest and most popular type of cryptocurrency to explain the commonly adopted mechanism
regarding almost all cryptocurrencies [4].

20 METHODOLOGY

To achieve the intended objectives, this paper adopts the qualitative approach. The latter approach is suitable for
descriptive and exploratory researches [5]. Using the qualitative approach will allow the authors to do an in-depth
examination of the existing literature that focused on the mechanism and legal challenges facing cryptocurrencies and
analyses these data in order to answer the questions of the research and achieve its objectives [6]. In addition, the
study mainly relied on up-to-date secondary data such as journal articles, books, official report, statistics, and many
other online sources.

3.0 CRYPTOCURRENCY

The word “cryptocurrency” consists of two parts: "crypto” and "currency"” [7]. The word "crypto" reflects the vital
role played by cryptography science since its emergence. Nowadays, there are approximately 8,548 cryptocurrencies
in the market with approximately $1,589,337,650,660 as a market cap [8]. Cryptocurrencies are intangible and do not
exist in reality [9]. Instead, they are virtual and stored on the internet through a unique electronic wallet, accessible
only by the owner of the wallet, where the owner concerned has its public and private key [10]. Bitcoin, as the father
of all cryptocurrencies, is open source, which means that such a system does not belong to or is controlled by a
particular entity or a person [11]. Everyone can own cryptocurrencies and be part of the network. In such open-source
software, developers can modify the bitcoin security codes to create their own cryptocurrency projects [12]. Despite
having thousands of cryptocurrencies in the market, the majority of cryptocurrencies are based on the same general
protocol of bitcoin. Since its emergence, both national and international organisations have issued reports studying
cryptocurrencies and their underlying technology. Most of these reports have defined the term “cryptocurrency” and
other related terms. The table below provides a few numbers of the definitions mentioned in this regard.

Table 1: Definitions of Cryptocurrency
The Date The Definition
International
Organizations
The European | 2018 | A digital representation of value that (i) is intended to constitute a peer-to-peer
Parliament (P2P) alternative to government-issued legal tender, (ii) is used as a general-
purpose medium of exchange (independent of any central bank), (iii) is secured by
a mechanism known as cryptography and (iv) can be converted into legal tender
and vice versa” [13].

The 2016 | A digital representation of value, issued by private developers and denominated in
International their unit of account [14].
Monetary
Fund (IMF)
Financial 2014 | A digital representation of value that can be digitally traded and functions as (1)
Action Task a medium of exchange; and/or (2) a unit of account; and/or (3) a store of
Force (FATF) value but does not have legal tender status in any jurisdiction. It is not issued nor

guaranteed by any jurisdiction and fulfils the above functions only by agreement
within the community of users of the virtual currency [15].
Source: Constructed by the authors based on the reports published by the World Bank, IMF and FATF.

As can be seen from the above-mentioned table, different definitions have been provided by international organisations
for cryptocurrency. Despite the agreement among them that cryptocurrency represents a "digital representation of
value", their definitions still have differences. For instance, the definition provided by the FATF describes
cryptocurrency as "a digital representation of value that does not enjoy a legal currency status under any existing
Jurisdiction.” The definitions provided by the international monetary fund, on the other hand, noted that these
currencies are "subset of virtual currencies”, created by "private developers™ and "denominated in their account units.”
Additionally, the European parliament focused on the mechanism and the convertibility of cryptocurrencies. Hence,
it can be seen from the definitions stated that these respective international organisations have failed to provide an
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adequate and unified definition for cryptocurrency. Therefore, based on these definitions, it can be seen that the
characteristics of cryptocurrency are as stated in figure 1 below:
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Figure 1. Cryptocurrency's characteristics constructed by the authors based on the definitions provided by the
international organisations

The characteristics as showed in Figure (1) represent the results of the explanation provided by international
organisations. They referred to them as virtual currencies due to their intangible nature and the absence of any physical
existence, and also because of their decentralised nature as they require no third parties to supervise and manage their
transactions and the issuance of cryptocurrencies. They are accepted among certain users, who practically trust and
use them. They are created by a private developer who introduced cryptocurrencies and identified their features and
characteristics. They are not treated as legal tender under any jurisdiction and are used as a cryptography science due
to the use of blockchain technology as featured in the characteristics mentioned in the above figure. The researchers
define cryptocurrency as "a convertible virtual currency created and run by a cryptographic decentralised ledger
system which is not subject to the control of any central authority. It is used as a medium of exchange that does not
have a legal tender status. However, cryptocurrency can be centralised and may have a legal tender status if it were
to be legalised under governments' laws and regulations or is created under their authority and control”.

4.0 BLOCKCHAIN

Blockchain represents the basic component of cryptocurrency and the system that has brought them into existence
[16]. Due to the unique and undeniably ingenious features of blockchain, it has succeeded to attract and grab the
attention of both investors and researchers worldwide. Many reports at both the national and international level have
been made. As can be seen from the table below, several definitions have been provided for blockchain. Each one of
these definitions has highlighted an important point or aspect.

Table 2.; Definitions of blockchain

The International Date The Definition
Organizations
European Parliament 2018 | “A mechanism that employs an encryption method known as
(Europarl) cryptography and uses a set of specific mathematical algorithms to

create and verify a continuously growing data structure to which data
can only be added and from which existing data cannot be removed that
takes the form of a chain of transaction blocks, which functions as a
distributed ledger” [17].

The Organization for 2018 | “A shared ledger of transactions between parties in a network, not
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Economic Co-operation controlled by a single central authority. You can think of a ledger like a

and Development record book: it records and stores all transactions between users in
(OECD) chronological order. Instead of one authority controlling this ledger (like

a bank), an identical copy of the ledger is held by all users on the

network, called nodes” [18].

PricewaterhouseCoopers | 2017 | “A technology that allows data to be stored and exchanged on a peer-to-
Advisory (PWC) peer (P2P) basis. Structurally, blockchain data can be consulted, shared

and secured thanks to a consensus-based algorithm. It is used in a

decentralized manner and removers the need for intermediaries, or

trusted parties” [19].

Source: Constructed by the authors based on the reports published by Europarl, OECD and PWC.

It can be seen that, while the first definition provided by the European parliament has focused mainly on the encryption
and security aspects, the second and the third ones have given more attention to the technical part of the blockchain,
the decentralisation as well as the peer to peer technology. Therefore, relying on the definitions mentioned above, the
researchers define "Blockchain as "a unique son of DLT that operates through a shared ledger that saves the data in
blocks connected to each other, shaping a chain by relying on the unique technology of cryptography and hashing
function. Cryptocurrencies' blockchain operates completely Peer-to-Peer with no need for intermediaries such as
central banks and banking institutions."

Blockchain relies on cryptography science "to encrypt the rule of cryptocurrency within the system itself" [20]. As in
traditional currencies, cryptocurrency must ensure that it remains stable, secure and safe from being counterfeited to
be widely used. Therefore, to attain this goal, cryptocurrency massively depends on cryptography to protect the
system, manage the issuance of the currency, and validate transactions [21]. Blockchain is characterised by being
entirely decentralised and transparent [22]. Every transaction added to the blockchain is consistently updated on the
blockchain ledger [23]. Not all the information is provided. Most of the stored data, including account names and
transactions, are encrypted in the blockchain. Blockchain also transfers from one device to another in a record time
against a small fee by a network of nodes or devices in what is called "Mining Process" [24].

Block 1 Block 2 Block 3
Header Header Header
.__-‘--___ .___‘—-___
IIIII Hash Of Previous Hash Of Previous Hash Of Previous
Block Header Block Header Block Header
Merkle Root Merkle Root Merkle Root
A A F 1
1 1 1
Block 1 Block 2 Block 3
Transactions Transactions Transactions

Simplified Bitcoin Block Chain
Figure 2: The blocks in the blockchain

As can be seen in [25, Figure. 2] above, all transactions recorded in the blockchain ledger are public. The moment a
block of data is attached to the other blocks, its data can never be modified. Any attempts to manipulate them will be
readily detected. Thanks to the so-called "cryptographic hash function”, any change in any block is likely to prevent
the consensus among all the other blocks in the blockchain. The hashing is the process of transforming a standard type
of information into an encrypted one. It is explicitly used in its consensus mechanism, and its function is to receive an
input and transfer it into a string of numbers.
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SHA256 Hash
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Figure 3: The crypto hash-function

As can be seen in [26, Figure. 3], the name that represents the input has been changed into a string of numbers and
letters named "digital fingerprint”. In the blockchain, each block receives a unique signature, and every unique
signature in a block contributes to the next block's signature. These links between the blocks form a chain of blocks
that are impossible to forge. For more details, the reader is referred to [27, Figure. 4].
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Figure 4: Cryptocurrency's Digital Signature

A small modification made to the data stored inside the block would ultimately lead to a complete change in the
signature given to the block, thus making the whole blockchain invalid [28]. If anyone seeks to change a data feed in
any block, he/she has to change the signature of the entire subsequent bocks until the end of the chain, which is
considered impossible. Each block contains a tree shape of hashed data. For example, if a block contains eight recorded
transactions, each one has been hashed separately and given a hash value. Consequently, this hashed value, combined
with another value generates a new united hash value. The same process is repeated until one hash-value, referred to
as "Merkle root" has been reached.
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5.0 MINING PROCESS

Cryptocurrencies are mined through a special program available on the internet. Generally speaking, when a
transaction on the "blockchain™ is made, it moves to what is called "unverified transaction pool" where all the
"unconfirmed transaction™ waits to be verified [29]. Those validators on the network are called "miners". Miners are
responsible for confirming the transactions and adding them to the blockchain, referred to as "the mining process"
[30]. The process of adding a transaction to the blockchain involves solving very complicated mathematical equations
that only very high-performance computers can solve. This is called "proof-of-work™ [31]. After solving the
mathematical issue, the miner will be allocated a reward that will be added to his cryptocurrency wallet. A miner can
be one or a group of miners who contribute their computing power to solving this problem [32]. Miners are rewarded
with a share of the profits from solving the problem.

6.0 ISSUANCE OF CRYPTOCURRENCY

The power of issuing currency is only limited to the central bank of the country [33]. However, in the case of
cryptocurrency, there are two ways of obtaining cryptocurrency. The first is attained by installing a free program,
named a mining program that is open to everyone. However, this process requires high specification computers,
specially designed to solving such complicated mathematical equations and adding the new transaction to the block.
An example of this is the Bitcoin mining application which is available for everyone to download. After succeeding
in solving the mathematical puzzle, the program rewards the miner by issuing a cryptocurrency or a portion and adding
it to the miner’s crypto-wallet [34]. The other way of obtaining cryptocurrency is to have a cryptocurrency wallet
through the official website of the cryptocurrency and then obtain cryptocurrencies from a person or somewhere else,
such as an authorised exchange.

7.0 THE LIMITATION OF ISSUANCE

Unlike paper money, in which currency issuance is subject to the control of the central bank that has control over the
national currency, cryptocurrency issuance is subject to limitation to avoid inflation. The majority of cryptocurrency
in the market is limited to a specific number when issuing their currency. Bitcoin, which accounts for around 60% of
the cryptocurrency market [35], for instance, has decided to limit the number of bitcoins to 21 million bitcoins [36].
More than 17 million bitcoins have been mined so far. However, bitcoin is not the only cryptocurrency. There are
other cryptocurrencies in the market with a limited currency supply, such as Litecoin, which is limited to 84 million
[37], XRP, which is limited to almost 100 billion [38] over and above many other types of cryptocurrencies.
Meanwhile, some cryptocurrencies have not been decided yet as to the supply limitation, such as Ethereum [39].

8.0 LEGAL ISSUES FACING CRYPTOCURRENCY

8.1 Committing Criminal Activities Using Cryptocurrency

This issue is one of the pressing legal issues facing cryptocurrency to be widely recognized and accepted. The
anonymous nature of cryptocurrencies makes them a very attractive tool for criminals to commit some serious criminal
activities. Hence, huge attention has been given by governments around the world to regulate cryptocurrencies in order
to bring them under monitor and control [40]. Many examples can be provided to demonstrate the illicit use of
cryptocurrencies, such as the issue of the dark-web website "Silk Road" [41]. The dark-web online market "Silk Road"
offered several illicit goods and items in exchange for cryptocurrencies, especially bitcoin. This dark-website market
helped criminals around the world to buy and sell all the illegal items such as weapons and drugs without their identity
being exposed using cryptocurrencies as a means of payment. However, in 2013, the United States' government has
closed the website and arrested the owner of the website [42].

Silk road represents one example that can be provided for using cryptocurrencies to commit unlawful activities such
as money laundering, terrorism financing, tax evasion, bribery and many other illegal activities that can be done,
making use of the unique nature of cryptocurrencies such as the decentralization and anonymity. Another example
can be provided in the case of “United States of America v. Michael Mancil Brown” /43], When the latter committed
extortion against the former presidential candidate Mitt Romney. The criminal requested Romney to transfer to him
$1 million United States of America dollar (US Dollar)’ worth of bitcoin to an account created for this purpose in
exchange for not leaking any sensitive information that might affect Romney campaign.
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8.2 The Decentralization of Cryptocurrency

Based on the laws in most countries, the currency must be issued by a central body authorized by the law to be fully
recognized as a legal tender. This process of printing notes and minting coins by a particular entity will make it difficult
to counterfeit the currency [44]. The centralized currency provides the central authorities issuing it the legal power
under the law (Central Bank Act) to control the issuance, and circulation of such currency, based on the adopted
monetary plan to protect and maintain the economic stability [45]. The legal challenge in the case of cryptocurrency
is the decentralized nature, which means that no central authorities control the issuance of cryptocurrencies or monitor
the transactions within the eco-system. This issue makes regulating and monitoring efforts quite complicated and
tricky [46]. The decentralized nature affects all the aspects of cryptocurrency and related to all the other issues such
as tax allocating, volatility, criminal activity, market manipulation and others.

8.3 Lack of Legal Framework

All the currencies worldwide such as US dollar, Euro, Ringgit Malaysia are considered national legal tender
currencies. These currencies are regulated and trusted by the people living in the country. On the other hand,
cryptocurrencies are not regulated in most countries. The absence of a clear legal framework that addresses all the
legal issues could lead to several criminal activities as referred to earlier [47]. Besides, a legal framework for such a
novel invention is needed to preserve rights and protects investor and companies alike. Also, the absence of a legal
framework will raise several legal points of uncertainly as to legal nature, taxation, inheritance, insolvency, Know
Your Customer (KYC) policy, cyber-security, legal dispute, contract, intellectual property and many others.
Cybersecurity is also considered one of the issues of paramount importance due to the enormous number of attacks
on exchanges causing the loss of millions of dollars [48]. All these issues exist due to the absence of a real legal
framework that sets rights and obligations and imposes penalties and punishments. Another problem is the absence of
a unified legal approach or structure to regulate cryptocurrencies and their related activities. Each country and
international body across the globe has its own opinion about the management, classification or regulation of
cryptocurrency. This situation creates a legal gap that allows illegal cross-border activities and facilitates criminals'
attempts to evade the laws (such as Tax evasion) by shifting to other jurisdictions where regulation is a bit more lenient
[49].

8.4 The Instability in the Value of Virtual Currencies

The volatility issue is also one of the main financial and legal issues facing cryptocurrencies’ users because they are
intangible and not supported by any tangible assets or precious metals [50]. The main factor determining the value of
cryptocurrencies is the supply and demand rule, which reflects the trust that people have in a cryptocurrency [51].
This unstable standard makes it unfavourable for regulators and policymakers since the value can sometimes drop
severely due to a statement made by an influential individual or by national or international authorities [52].
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As can be seen in [53, Figure. 5] above, the value of bitcoin can sometimes drop and lose more than a thousand dollars
in a week or less. This issue represents a massive risk in the countries that accept or regulate cryptocurrency [54]. It
also has a huge influence on the regulators as to whether they accept and regulate cryptocurrencies or not.

8.5 The Probability of Forming Legal Evidence in Court Cases

Transactions in cryptocurrencies are decentralized, anonymous and peer-to-peer, using blockchain technology and its
cryptographic hashing to ensure trust in the system. Given their unique nature, it is still vouge and uncertain whether
the victim can provide sound evidence that can be recognized or accepted by a court in case of having a legal case like
fraud, inheritance, bankruptcy and other criminal activities [55]. Thus, the absence of a legal framework mentioned
before represents an essential and pressing issue that regulators must take into account to protect and preserve people's
rights from being attacked.

8.6 Digital Inheritance

As stated earlier, the lack of a legal framework that controls cryptocurrency transactions has a huge impact on estate
law. With the continuous advancement in the field of technology and the emergence of a new legal field called "digital
inheritance”, consideration must be given to cryptocurrency as a digital asset that can be inherited since it is an asset
having a monetary value [56]. The intangible nature of cryptocurrency makes the inheritance of such asset quite
complicated. This issue is considered a matter of serious implications that caused many people to lose their deceased
cryptocurrency stored in their crypto-wallet. Several examples can be cited in this regard such as the case of Matthew
Moddy, the miner who died in a plane crash leaving cryptocurrency in his crypto wallet, however, the family could
not recover this money because they failed to obtain the private key of the to the deceased person's wallet. Therefore,
attention must be given to this crucial issue and regulations or guidance must be introduced.

8.7 Cybersecurity

According to a 2020 report made by "Chainalysis," a Blockchain's analytics firm showed that Cryptocurrency
scammers raked in $4.3 billion worth of digital money in 2019, more than triple 2018's haul. Cybersecurity has become
one of the important issues and a crucial topic that has a huge impact on present-day societies given the need to provide
safe and secure access to the internet [57]. Nowadays, it is quite difficult to imagine that people, governments or other
entities existing in modern societies can work properly and do their daily tasks without reliance on a computer
connected to stable and secure internet. Hence, the internet has become an integral and indispensable part of our life
as humans. The unregulated and anonymous nature of cryptocurrencies plays a major role in the huge increase in the
number of criminal activities associated with cryptocurrencies [58]. Thus, it can be seen that cryptocurrencies are now
considered both a tool and target for criminals to commit a variety of cybercrimes. Since the establishment of
cryptocurrency, many cyber-attacks have been carried out against either individuals or exchanges.

Several examples of cybersecurity attacks can be provided, such as the cyber-hacking that occurred to the Japanese
based exchange "Mt Gox" which led the company to file for bankruptcy. Around 473 million U.S. dollars' worth of
bitcoin (around 850 Bitcoin) was stolen from the company's digital vaults [59]. Another obvious example is what
happened to the Hong Kong-based exchange "Bitfinex", where 120 thousand bitcoin (around US $72 million at that
time) was stolen by hackers causing the price of bitcoin to plunge just under 23% after the news about this incident
had broken out [60]. Moreover, another big cyber-attack occurred against the South Korean exchange Youbit, which
closed down and entered into bankruptcy after stealing almost 17% of the exchange bitcoin assets [61].

These are a few examples of serious violations that are still happening around the world. These cyber-attacks can be
taken as a reminder about the vulnerabilities of the cryptocurrency platform and the importance of their security level.
There are many other types of cybercriminal activities. Phishing is one of the cybercrimes in which criminals use
certain tactics to deceive users and entities into believing that they are communicating with genuine and legitimate
enterprises. Once the criminal succeeds in deceiving its target, it continues by asking to provide the "Phisher" personal
information about the person or the entity such as the log-in information, bank account details (including information
about the debit or credit card information), the address, or I.D. number etc. [62]. In the crypto world, the information
targeted by the Phisher is the wallet address. An example of phishing can be seen in the statement made on 31° of
May 2020 by the Tokyo-based company "Coincheck™ which is one of the biggest crypto exchanges in Asia, stating
that several phishers have launched attacks against the company's customers. According to the company, several
personal information belonging to the customers was leaked out like the name, address, birth dates, and phone numbers
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of the customers. However, digital assets have not been stolen or affected.

Malware is also another tool criminal can resort to for committing their criminal activities. Malware refers to malicious
software (including viruses, ransomware and spyware etc.) that are designed to damages computers' data or system or
to gain unauthorised access to a specific network or device to steal the stored information [63]. On the 11" of July
2020, Cashaa, a Peer-to-Peer trading platform has announced that 336 bitcoins were lost due to an attack launched by
hackers. According to Cashaa, the malware was implanted by the hackers into one of the exchange's computers giving
the hackers the ability to access it. Another important example of a cyber-crime is the Ponzi scheme, which is a
fraudulent investing scam used to deceive people in order to cause them to invest their money by promising these
investors a high return at little or zero risks. Ponzi scheme makes its returns for older investors by the money acquired
from the new investors. Thus, money is not invested anywhere [64].

9.0 RESULTS

After identifying the meaning of cryptocurrency, blockchain and other components and having explained the
mechanism of cryptocurrency, the study has discussed the legal issues facing cryptocurrencies and the need for a
workable framework to be adopted and implemented by countries around the world. Criminal activities using
cryptocurrencies are one of the challenges that face government agencies and law-enforcement bodies. The unique
nature of cryptocurrencies plays a major role in intercepting criminals' attempts to attack, thanks to their unique
features such as their anonymous nature and decentralisation. Cybersecurity is a crime that poses a considerable threat
to all crypto investors and exchanges alike. The lack of a legal framework that defines cryptocurrency and decides the
lawful and unlawful uses of cryptocurrencies is the main weak point in the legislation of most countries. This reflects
on all the other legal issues, such as the digital inheritance issue and availability of evidence. In addition, one of the
main issues associated with the legal issue and has a great influence on legislators is the volatility that these assets
hold and the role of law in affecting its value and stability.

10.0 RECOMMENDATIONS

The study has several recommendations to make for developing better approaches and overcoming these legal
challenges. These recommendations can be summed up as follows:

1. Legislators in each country should introduce specific regulations or amend the existing laws and
regulations to achieve ultimate benefits and avoid any associated harmful and dangerous risks. The legal
movement should also give some attention to the digital inheritance issue and the right of the heirs for
these digital assets after the death of the concerned person.

2. Governments should also create a specific body to look into all the issues surrounding cryptocurrencies
such as centralised and decentralised exchanges, Initial Coin Offerings (1COs), and cyber-security issues,
in addition to doing further research in the field.

3. Prepare competent judges who are capable of understanding all the related issues surrounding
cryptocurrencies and their technologies and ensuring faster and safer judicial processes.

4. The level of awareness about the risks associated with investing or using these assets, such as the volatility
and vulnerability of cyber-attacks should be increased.

5. Countries can also start developing their own national cryptocurrencies that are regulated and supervised
in an adequate way to maintain and protect these decentralised currencies and ensure the ultimate benefits
for their respective countries.

6. More researches should be made on the legal and financial part of cryptocurrency to shed more light on
the issue and suggest better solutions.

7. Finally, cryptocurrency is there to stay. It is a technology that was introduced to revolutionise the world
we live in, not only financially but also to cover all other sectors.

11.0 CONCLUSION

Cryptocurrencies are among the best discoveries introduced in the last ten years. Their creators have introduced them
as a replacement of or a parallel to the present financial system. Despite their enormous benefits and advantages,
cryptocurrencies are still viewed as a vogue idea for many people around the world, especially with regard to their
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benefits, risks, and mechanism. Cryptocurrencies are considered unique virtual currencies, operating through a
decentralised system and using cryptography to provide transparency and protection for the system and manage the
generation of money called "blockchain”. Blockchain has become a hot topic and a novel technology that succeeded
to grab the attention of the majority of governments, banks, corporations around the world.

The cryptocurrency mechanism needs to be explained to the public to provide them with a better understanding of this
new technology, its transaction validation, and the mining process so that they are able to add the block to the
blockchain and eventually receive the rewards in return. Cryptocurrencies, as a new invention, holds many advantages
that might make people's life easier and more secure. However, like any other new inventions, cryptocurrencies are
facing a host of legal challenges and obstacles that have to be effectively addressed so that better and safer use of them
are attained.
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